Updated list of Major Ports

Port Protocol Service Usage
20/21 TCP FTP File transfer (legacy)
22 TCP SSH Secure remote access
23 TCP Telnet Insecure remote access
25 TCP SMTP Insecure Email sending
53 TCP/UDP DNS Domain name resolution
67 UDP DHCP DHCP Server
68 UDP DHCP DHCP Client
69 UbDP TFTP Trivial FTP
80 TCP HTTP Insecure Web browsing
104 TCP DICOM Medical image transfer (standard)
110 TCP POP3 Insecure Email retrieval
123 UDP NTP Time synchronization (critical for logs)
143 TCP IMAP Insecure Email retrieval
443 TCP HTTPS Secure web browsing
465 TCP SMTPS Secure email sending (SMTP over SSL)
SMTP
587 TCP SMTP submission port
Submission
993 TCP IMAPS Secure IMAP email retrieval
995 TCP POP3S Secure POP3 email retrieval
514 UDP Syslog Logging from medical devices
11112 TCP DICOM Alternative DICOM port
3389 TCP RDP Remote desktop




